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PROFESSIONAL SUMMARY:

Senior Cloud & Cybersecurity Engineer with 10+ years of experience designing and securing enterprise infrastructure. Proven expertise in AWS cloud architecture, Zero Trust security models, and compliance frameworks (NIST 800-53, CNSSI 1253). Experienced supporting federal environments (DOE/NNSA) with a focus on secure cloud migration, threat detection, and risk mitigation.

	
	CO R E SK I L L S
	& COM P E T E N C I ES
	

	· Strategic Planning
	· Routine Reviews
	· Process Improvement
	· Quality Assurance

	· Statistical Analysis
	· Customer Service
	· IT Architecture
	· Malware Analysis

	· Troubleshooting
	· Training Programs
	· Audit Processes
	· Penetration Tests

	· Safety & Security
	· Intrusion Detection
	· Transaction Analysis
	· Regulatory Compliance (NIST)


EDUCATION
Dublin Business School, Dublin Ireland Master of Business Administration (MBA) University of Maryland Global Campus, Adelphi, Maryland
Bachelor’s degree in Computer Network and Cyber Security GPA: 3.9/4.0

Training
Red Hat System Administrator II (RH134)
Palo Alto Networks Certified Cybersecurity Associate (PCCSA) NNSA Cybersecurity Compliance Training
CNSSI 1253 and RMF Training

CERTIFICATION
CompTIA Security+ (07/2024)
Certified Information System Security Professional (CISSP, 01/2029) Certified Information System Manager (CISM, 08/2027)
AWS Solution Architect Associate (SAA, 03/2029)

Teaching
Adjunct Professor Cybersecurity – South Carolina State University

Clearance
Active TS


Savannah River National Laboratory Aiken
Senior Cloud & Cybersecurity Analyst    08/2022 – Current Average hours per week: [40] Supervisor: [Karif Williams] Email: [karif.williams@srnl.doe.gov]

Key Responsibility
· Designed and implemented security architectures for AWS cloud workloads, ensuring compliance with NIST 800-53 and CNSSI 1253 controls.
· Managed AWS Identity and Access Management (IAM) to enforce least privilege and secure data access.
· Developed and executed System Security Plans (SSPs) and Addendum, including AOC and NNSA/DOE specific requirements.
· Led security audits and assessments, ensuring readiness for FedRAMP and DOE RMF certifications.
· Automated compliance monitoring using AWS Config Rules and Lambda scripts.
· Supported incident response by analyzing AWS CloudTrail logs and integrating Splunk for real- time monitoring.
· Implemented AWS Security Hub, GuardDuty, and CloudTrail for centralized threat detection
· Lead risk assessment and vulnerability analysis for classified systems, ensuring compliance with the Risk Management Framework (RMF) process.
· Manage and respond to security incidents, coordinating investigations, doc
· Architected VPC segmentation, private subnets, and zero-trust network models.
· Integrated Palo Alto firewalls with AWS Transit Gateway for hybrid cloud security
· Coordinate with NNSA Cybersecurity Teams to implement security controls, ensuring systems operate within accreditation boundaries.
· Reviewed and provided detailed recommendations to the Information System Security Manager (ISSM) regarding Hardware, Software, Ports, Protocols, and Services (PPS) approval requests.
· Conducted thorough analysis and recommendations on POA&M items, determining closure readiness or requesting extensions based on mission and system risk posture
· Evaluated AO Risk Acceptance submissions for validity and worked directly with stakeholders and system owners on implementing effective mitigations.

Ticket Network, South Windsor Connecticut IT Operations Engineer 01/2022– 07/2022
Average hours per week: [40] Supervisor: [David Bianco]
T: +1 8606444000] | Email: [David.Bianco@ticketnetwork.com] Key Responsibility
· Designed and implemented cloud-native architectures using AWS services such as Lambda, API Gateway, and DynamoDB for scalable applications.
· Optimized AWS costs by leveraging Reserved Instances, Savings Plans, and automated resource scaling.
· Built secure VPC architectures with subnet segmentation, NAT gateways, and security groups.
· Automated infrastructure provisioning using Terraform and AWS CloudFormation, improving deployment speed by 40%.
· Collaborated with development teams to implement CI/CD pipelines using AWS Code Pipeline, Code Build, and Code Deploy.
· Conducted Well-Architected Framework reviews to improve system reliability and performance. Participated in the software delivery life cycle (SDLC) by ensuring any technical or security requirements for new projects involve the IT teams responsible.
· Participated in technical on-call services and off-hours work when required.
· Prepared, and delivered detailed presentations to management to illustrate ideas for technical or process improvement.
· Responsible for all enterprise applications in the company’s portfolio

Willis Towers Watson
Cyber Security Analyst 05/2017 – 12/2021
Average hours per week: [40] Supervisor: [Nadine Jauch] Email: [nadine.jauch@willistowerswatson.com]

Key Responsibility

· Work with developers, system/network administrators, and other associates to ensure secure design, development, and implementation of applications and networks
· Perform network traffic analysis using raw packet data, network flow, Intrusion Detection Systems (IDS), and custom sensor output from communication networks
· Assist the Cyber Security Manager with the development of the IA related Procedures and Work Instructions
· Tracks performance metrics and provides timely updates to CSOC management
· Develop, improve, and help implement best practices for risk reduction across a broad range of enterprise applications, systems, networks, and interfaces
· Assists with the development of processes and procedures to improve incident response times, analysis of incidents, and overall, SOC functions
· Works with clients to implement system security measures, assists with computer security plans, documentation and provides technical guidance and training
· Assisted in designing new security systems.
· Monitored identity and access management, in addition to monitoring for abuse of permissions.
· Generated reports for both technical and non-technical staff.
· Analyzed security breaches to determine the root cause of problems.

Technology Skills


	Cloud Platforms: Database:
Infrastructure as Code:

DevOps Tools: Monitoring & Security:

Networking:
	AWS (EC2, S3, RDS, Lambda, API Gateway, CloudFront, Route 53)
RDS, DynamoDB, Aurora, Redshift
Virtual Machines, Kubernetes Service (KS) Terraform, ARM Templates

CloudWatch, Splunk, Datadog, New Relic

VPC, Direct Connect, Transit Gateway, Load Balancers (ALB/ELB), W VNet, VPN, Load Balancing, Traffic Manager

	
Systems:
	Experience working in mixed Windows/Linux, database, virtualized/physical server environments

	Automation:
	PowerShell, Bash, Python
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